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Anyone is to blame except Russia: USAF steps
step back into the Dark Ages: the month when
Germany nearly won the Great War: RAF
celebrates 100" anniversary

MARCH TURNED OUT TO BE DARK, DIRTY AND GLOOMY. Few could have predicted

that there would be a Russian nerve agent attack on a defector in the quiet Wiltshire town
of Salisbury that left two Russians fighting for their lives. The international furor that
followed has, in many respects, been nurtured by the responses from Moscow 6 s p sy
brigade that not very cleverly claims that anyone is to blame except the prime suspect,
writes Mike Peters.

Scribblings warned that we should Beware the Ides of March. How right that turned out
to be. Defence Minister Gavin Williamson telling Russia to keep quiet and go away
produced the expected reactions from the East and good supportive coverage in the
Western media. This looked a good tactic for the Secretary of State who is shaping up to
make changes in the Ministry of Defence and is winning some extra cash. The Skripal
Effect will continue as, hopefully, will the active media operation around the incident.
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The proponents of cyber warfare and psy ops have been |

declaration that he wants to see the Armed Forces play a greater role in countering disinformation
at home and across Europe, by highlighting 77 Brigade and confirming that information
operations would become a more central part of all military deployments.

On the other side of the Atlantic, the United States Air Force L
took a strange decision. Don 6t speak to the edi
embeds is the controversial ruling. Why is the obvious
guestion? The mediais an essential in a modern democracy.
The Stateside reaction has been fierce and Scribblings awaits
the U-turn that must surely come.
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Thatol d phraseégo tel]l it to the JIMa ’ t q
Defense One reports a difference of opinion among the other Aw FOR}(;E
US armed forces. \\ 4
) /
The evidence of polls shows that the public has less and less \ny/

faith in what it reads on social media and that mainstream is
gaining ground in the scales of veracity. In the UK the
Metropolitan Police Commissioner warns that social media is
to blame for violence among young people.

This is the time to expand media operations and harness the credibility that comes from coverage
generated by established, knowledgeable defence correspondents and the specialist media.

The problems of social media as a news platform were highlighted as the month ended with Times
Defence Editor Deborah Haynes facing a barrage from trolls that looked suspiciously like a
coordinated campaign to discredit her reporting.

Scribblings trawled deep into the March news scene and there is much happening that the media
operations community should study. In the UK the BBC has taken the initiative and is setting up a
programme for schools to identify fake news. The debate on UK defence spending continues and
we learn that the F35 programme is becoming even more costly; the MoD now spends more
money on computers than ammunition, and the Royal Navy is advised to use more Reservists to
man its smaller ships. The use of specialist Reserves is not new and is to be encouraged. This is
one area of the recruiting spectrum where Reserves can really make a significant difference and
provide figreaterbangs f or bucks. 0

Chinais expanding and expounding cyber warfare and its concepts of the A T h rVeaes fi- the
growth of information operations is well underway with media ops taking a leading position. In
the Middle East the Israeli Defence Force is criticised for allegedly posing as journalists to make
arrestsand Israelgoes public on why it destroyed Syriads

Egypt has tried to harness journalists to their Sinai campaign and In Turkey the clamp down on
media dissenters has seen more prison sentences. In Nigeria we see a major effort by the Air
Force to fieducatedo journalists.

The last month has also highlighted some interesting history. One hundred years ago the
Germans launched Operation Michael and threw the Allies into confusion, if not despair. In a
fraught 100-days er i es of battl es the Kai ser 6s bhaakithefaunt r
year-old stalemate of trench warfare but lost as the Britishre s ponded t o Haibagkd to
the wall d exhortations.

Scribblings digs deeperintothee r a 6 s cansogshigland the attempts to control journalists
throughout the war that was supposed to end all wars.
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March also raised interest in the WW2 media ops scenario with the Anzio landings reported
wearily, so it seems, by a critical international media while earlier in that war the Raid on St.
Nazaire prompted post-war comment on the stories behind the operation. Scribblings will return
to both operations later this year.

Closer to home we report on clubmemb er Wendy F aux 0 sexhblitiort entgledaNoth i c
Just a Wife and report on Life after the MoD through former defence information officer, Nigel
Sargeant throwing light on his long career. Our book reviews assess the work of club members
Professor Paul Moorcraft (Dying for the Truth) and former Metropolitan Police security and
counter terrorism specialist Andy Clancy (A Smuggl ejsd Tal e

April 1 marks the 100" anniversary of the Royal Air Force. To our colleagues in RAF Media &
Comms and, particularly, to those serving and former members of 7644 Squadron, Royal Auxiliary
Air Force, Scribblings says Happy Birthday, great memories of times shared, and keep up the
good work.

Pen & Sword strengthens

the management team \\ll ‘y

WITH NEARLY 400 on-line members and another “ 1/
=

350 plus full members. the Pen & Sword Club is
strengthening its management team. To support
the National Chair, Major John Boyes, the club has l’) N S

appointed Colonel Rosie Stone and Lt Colonel David '

Reynolds to be Deputy National Chairs, North &

South respectively. C I—-U B

Rosie and David will work closely with the Chairman and Executive Vice President, Colonel Mike
Peters, to meet the high demand for quality speakers and events and to take the club into the next
decade:andwi t h t he clubdés strong teamwilfndoner ahgy YilaboBr a
and purposes are fulfilled. The management team will support the expansion of media operations
as an essential military skill in the British Armed Forces.

In the era of non-kinetic warfare, the planned dissemination of information to the right audiences
and, particularly to the professional writers and commentators of mainstream and specialist
defence media .is vital.

Colonel Rosie Stone BSc Hons DL

ROSIE STONE is a military Strategic Communications
(StratComm) and Media Operations specialist who
began her Army career with
Of ficersd Training Corps, B
BSc Hons in Geography she attended the Royal

Military Academy Sandhurst and was commissioned
into the Womenédés Royal Ar my

Initially posted to 4" Regiment Royal Artillery in
Osnabruck, Germany, she completed eight years
Regular service including operational tours to
Northern Ireland and Bosnia.

In her last year of Regular service Rosie led a major
expedition to Bolivia to make the first British ascent
of Chaupi Orco (6.044m) a mountain close to the
border with Peru.




The expedition ran a full PR profile to boost its fundraising, and successfully tested a ruggedised

laptop with camera, and solar panel which were used to maintain a website, and a first attempt at

a O6blogb6 in 1997. The epic finale was conducting a
summit of Paquena Lucien (5065m).

Armed with a mixed portfolio of media 6stuffd Rosi e
Operations Group (V) selection and transferred to the Territorial Army. It was a time, she says,

when simulated media and exercise support was the focus and Major Doreen Cadwallader, the

unit administrative officer, affectionately knownas 6 Aunt i e Doreend6 | ooked afte
of Ospecial d peopl e.

Rosie developed her media skills and StratComm capability. In her role as SO1 StratComm,
PJHQ, she created the concept of a Media Pulse Team and maintained a small core at high
readiness for deployment on Op HERRICK. She led the first team in to Helmand and maintained
an audio diary of the deployment.

In September 2010 Rosie became Commanding Officer of Media Operations Group (V). She

championed the art of radio production, nurtured a talented all ranks organisation, and developed

the Groupds understanding of I nfluence (Il nformati on
preparation forthecreat i on of Gener al Ni ck Carterod6s Security A
Brigade. In a surprise twist, with all military eyes still on Afghanistan, Rosie fell foul of the Arab

Spring and was deployed as StratComm Deputy Advisor to NATO Joint Force Headquarters for

the Libyan Campaign in spring 2011.

She was tasked with running a non-kinetic campaign through coordination of Psyops, CIMIC,

El ectronic Warfare, a small 6regional 6 soci al medi a
an interesting and challenging few weeks, a steep learning curve in Information Operations, and a
6breaking all NATO rul esd approach to coll aboration

Rosie completed a third short tour in Afghanistan in Spring 2013 before handing over command
and moving to HQ 42" Infantry Brigade, Preston, as Head of Business and Community
Engagement. She put her PR and media skills to good use raising the profile of the Brigade in the
North West, including the promotion of a multi cap badge Reserve unit on the Isle of Man.

In December 2016 Rosie joined 11 Signhals and West Midlands Brigade on promotion as Deputy
Commander (Reserves). In addition to her current role she is
in her final year studying for a Master by Research degree at

Cranfield University. Thetitlteofher r esearch i s 0Ge
Dynamics: The Role of Female Engagement in the context of
Countering Violent Extremi smbéb, an

keen to move in to on completion of her postgraduate degree.

Lieutenant Colonel David Reynolds QVRM

DAVID REYNOLDS joined the Media Ops Group in the mid-
1990s. A former Royal Marine, he is from a military family
and as a child lived in Aden, Kenya and Djibouti many places
which are today suffering from regional violence-. He was
educated at Gosfield Boys Boarding School in Essex and
while he did well at school he describes himself as a 'late
developer'. His Dad wanted him to go to Welbeck and
Sandhurst but David says he didn't have the confidence and
joined the Corps at 16 and a half.

Having come top in his intake he was quickly selected for
promotion, but after a number of tours in Northern Ireland he
was in his words 'bored'. He left and worked for the Home
Office.
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He then moved into writing and photography, covering the war in Bosnia and won an award for his
pictures during the 1990 Gulf War. Then in 1992 he was appointed defence correspondent at the
Sunday Express.

During his early years as a TA Public Information Office, David found himself in the United States
on the biggest UK deployment, since World War Two, Exercise Purple Star. Notably David was to
take all his Commando determination and volunteered for P Company and earned the red beret of
The Parachute Regiment.

He deployed to Pristina in 1999 when UK forces spearheaded the NATO intervention in Kosovo
and then after 9/11 he was sent to join Task Force 7 in Bagram, Afghanistan, as their media
advisor before being attached to 3 Commando Brigade at the same location.

He recalls the worst part about any deployment was the mobilisation phase at Chilwell, but David
says thankfully, club secretary, Doreen, then the MOG Administration Officer always managed to
get him processed within a few days. In 2003 he deployed to Baghdad in the multi-national
headquarters as the Coalition spokesman and then returned for two tours in Helmand as the
Task Force spokesman. He was later decorated by the Queen for his service to the reserves and
the Media Operations Group.

David said: "I think Helmand was the most rewarding, but also the most emotional in terms of
seeing young men and women, killed and maimed day in, day out. For me the Group was unique,
across the military | have never come across such a small group who can deliver so much. The
measure of success for me was when | watched a two-star general listening intently to a brief
delivered by a female Captain from the Group in Basra and then acting on her advice."

On leaving the Group he served at Headquarters Army in the then TA Directorate and worked on
the future White Paper for the newly named Army Reserve. He added: | loved my time in the
Group, | had an amazing time and while going on operations was rewarding, it was the people in
the group who made it special". Today, David, runs a publishing company, writes for a US based
defence magazine and works as a communications advisor for a company based in the Middle
East.

New Vice President

ONE OF THEUK me d i hedtsknown defence specialists,
Michael Evans has been appointed a Vice President of the
Pen & Sword Club.

A respected Fleet Street journalist with more than 40y e a r 4
experience Michael 6s |ife and
experiences as a war reporter.

He has a reputation for having some of the best contacts in
the defence, military and intelligence world. He has
covered six wars in the field and recorded his thrilling
experiences i from facing dilemmas in the Bosnia War to
flying with British paratroopers into Kosovo i in his best-
selling book First with the News.

Michael is a specialist defence consultant with The Times
where he spent 24 years as defence editor and
correspondent before becoming the newspaperés Pentag
appearances at club lunches.
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Scribblings Editorial Team gets a boost.

THE CLUB JOURNAL, SCRIBBLINGS continues to expand its success and, in future, will be sent
to full members by email in two parts to avoid problem with transmission. For on-line members,
the journal will be posted to the club web page by Web Master, Major Peter Griffiths. Peter is
currently refreshing the site which has been running for nearly eight years.

The Club has produced a journal in a number of forms over the
years. The NetWorker and Scratchings are both still available
on the web site. The burden of producing the journal, which has
exceeded 100 pages in recent editions is now to be shared with
Major Gerry Bartlett, TD JP, pictured right, taking on the Joint
Editorship with Mike Peters.

Gerry was a staff trouble spot and defence journalist for firstly,
The Sunday Telegraph and then The Daily Telegraph, for 27
years, spending much of that time covering the Troubles in
Northern Ireland, the Cod War in Iceland, elements of the
Falklands War, riots and catastrophes at home and abroad.

He served with the TA Public Information Officers (TAPIO) Pool
for around 17-18 years and deployed on a six-month tour as 24
Air Mobile Brigade's Press and Public Information Officer during
the Bosnian war, for which he was awarded a Commander British Forces Meritorious Service
certificate. Gerry was a Magistrate on the Kent Medway Bench for around 27 years, spending the
majority of that time as a court chairman and, until he resigned late last year, spent nearly 16
years leading SSAFA Forces Help's Canterbury and Ashford Division.
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A step too far?
US Air Force
takes a leap into
the dark

Comment from: John R
Primm, March 17, 2018.
John was formerly Senior
TV Producer and Chief of
Media Training at HQ United
States Air Force and is one
of the Pen & S
members in Washington

DC.

IT SEEMS THATtheUS Air For g
Public Affairs-Public Outreach program
is back to the early
of Staff Gen Merrill (Tony) Mc Peak
famous directive, AN
to the presso.

Having served General Mc Peak
closely, as | did all of the Chiefs of Staff
and Air Force Secretaries for over 17
years in times of high stress and public
outcry, | can testify that the words
were, if not always actually spoken
exactly, were in force for four years
immediately after the 1st Gulf War until
superseded by a more rational
approach. And the USAF suffered
greatly thereby during a perilous time
in US history.

In 2018 it seems that the USAF is like
the Bourbon Kings of
|l earned nothing and
(sic). The Air Force Times article of
March 13, 2018 quotes an official memo
that chills any thoughts of

transparency and using the power of
information to inform the American
taxpaying public.

Heaven forfend!




All sarcasm aside, the USAF is committed for the near future to a
policy that requires any Base Public Affairs Officer to clear any
media encounter with the Pentagon PA staff.

If you are a young PAO trying to tell the Air Force story to your
local newspaper, TV or radio, you must be retrained and then wait
for the bureaucracy of the AF Headquarters to respond.

No media outl et wil.l wai t t hey hat ev
can find, tell/twist the story any way they want and the Service and

the American public will suffer.

It is a canard that openness will help the adversaries of the Air Force and the USA. Those in the
military media operations community reading this are the best qualified to know what can and
candt be s afojedgpositiverelatienships with the Intel and counter Intel specialists
that we call upon to keep us on track.

Secretary Whit Peters, for whom | was a close adviser and also admired greatly, is spot on with

his comments, AThe penuwtbrrsae otfh arhitsh enemmeomad si t sel f . I
Force officer, who is disinclined to talk to the press, this just gives you one more reason to think it

is not career enhancing to talk to the press, 0.

It pains me to read about your troubles in the UK services with leaders that do not value open
engagement with the Press and | see here the same blindness and unwillingness to acknowledge
what | know i and I think you all know as well i that the taxpaying public is smarter that politicos
think. I have always contended and seen the truth of telling the public as much as you can, as
soon as you can and if you have to retain information for operational reasonsd say sod the
people will understand and respect that.

The enemy has no moral compunctions about using information to damage the West. We have
morals and standardsd but they are not inimical to proper Information Operations. The Press will
rarely be our friends but can be our allies if we work openly with them. We as Information
professionals, owe our audience the best story, the most open story we can provide them under
time and operational requirements.

Air Force: 'Media embeds, media base visits, and
Interviews are suspended until further notice’

By: Jillian Angeline, Federal News Radio, March 14, 2018

THE UNITED STATES AIR FORCE is suspending media interviews, media base visits and embeds
until further notice, according to a March 1 memo listing Public Affairs Guidance. The memao,
listed as For Official Use Only, said it aims to align with the new National Defense Strategy. The
National Defense Strategy was issued by the Department of Defense Secretary Jim Mattis and the
document aims to increase operational security.

The memo states "Media embeds, media base visits, and interviews are suspended until further
notice. Limited exceptions may be approved by SAF/PA." There are exceptions to the restrictions,
but stories like human interest pieces and features need to be approved by higher headquarters.

Central Texas Congressman John Carter said it is about striking a balance. In a statement to
Channel 6, he said "Striking a balance between national security and transparency with the public
is a difficult task for those whose sole duty is to keep the American people safe. Adequate training
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https://partner-mco-archive.s3.amazonaws.com/client_files/1520885388.pdf
https://www.defense.gov/Portals/1/Documents/pubs/2018-National-Defense-Strategy-Summary.pdf

for public information and media relations personnel is critical to keep the lines of communication
open while protecting sensitive information. o

The Chairman of the House Armed Services Committee Representative Mac Thornberry said: "
Any Public Affairs Officer must strike a careful balance between protecting sensitive information
and the transparency and accountability that makes our system and our society so special.
Additional training and education of PAOs may be useful, but the answer is not to shut off the

publicbés access to informati on whifdreurdeferastefforss under wa
depends on a public that understands the threats and what our military personnel are working to
accomplish. They gain that wunderstanding | argely thr

hWthe Air Force is Wronq to Freeze Its
Engagement with the Media

By: Col. Steve Boylan, U.S. Army (Ret.), Task & Purpose, March 19, 2018

THE RECENT AIR FORCE FREEZE on public affairs interactions is troubling for a number of

reasons. Among other things, it may counter the Depa
Inf or mati on, 060 which state that, Ailt i s Department of
accurate information so that the public, the Congress, and the news media may assess and

understand the facts about national security and defense strategy. Requests for information from
organizations and private citizens shall be answered

Why is the need to release information so important? Foremost, because it is the right thing to do.
We live in a democracy, and the people have aright to be informed. Al so, i f we, f#fAthe

not do that, we may lose the public

support we need. In addition, it is

dangerous to cut yourself out.

Stopping the flow of official

information doesnbo

You say there are too many cases of stories containing screwy quotes, misleading statements

discussion, it just means that we
are ceding to other the information domain and battlespace.

and individuals saying the wrong things to reporters? Got it. Work on it. Training and education
are required on how to work with the media in various situations.
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The media is like the weather. They are part of the environment in which the military operates.
You might complain about training in the rain, but you do it. So, learn to deal with it.

| fear we are not doing a good job out there these days. For the most part, what | have heard from
numerous reporters over the last few years, the embed program is effectively non-existent except
perhaps on a case-by-case basis.

Numerous reasons have been cited such as the public is bored with the military operations in

Il raq, Afghanistan, Syria, etc. Cost of covering the
perspective, too hard to get to the locations and perhaps more disturbing to me, deemed too high
risk by commanders at various levels to have media in their midst.
Steve Boylan, a former Army helicopter pilot and public affairs
officer, holds a doctorate in management. He deployed to
Central America in 1987and did two extended tours to Iraq as a
PAO. He currently is an associ at t he
Command and General Staff College, Fort Leavenworth, Kansas,
where he teaches organizational leadership and is curriculum =
author for organizational risk and adaptability, leader ¥
development, the military-media relationship, and leadership GO e Boglank,}
develo p ment. Former Spokesman for General Petraeus
[RUT Kansas City] P
From what | have observed from my time at the Command & General Staff College (CGSC), the
experience level of our students (promotable Captains and new Majors) has been declining over
the last four years plus in their interactions with the media. This is attributed to the lesser number
of deployments, lack of embeds with those deployed and commanders being risk adverse in
interacting with the media. Since the publication of Michael Hastingsé contr over si al fARO
Stoneo profile of Gen. Stanley McChrystal in 2010, t
anecdotes from CGSC students about commanders declining to engage at all with the media.
For todayd6s commanders, you can see the |l ogic. Why t
drag on time and energy. The public doEemeadiatoes eal | y
not get it right anyway. The reporters already have their stories written and just need a quote from
me (the commander) to finish it out. | was told by one senior leader that if he has to engage with
the media, it will be only in writtenf or m as a fAresponse to a query.o |t
days to blow off the media when many are dismissing
news. 0
Not all commanders and senior leaders are risk-averse in this area. Many understand why the
military must interact with the media on military matters. But nowadays these tend to be the
exceptions. That 6s t he wrong way to go. During my time as
spanning 20 years, | never encountered a reporter who purposely got the facts wrong.
Yes, they made mistakes, but it was because they misinterpreted the information provided, or had
a bias in their perspective, or even were given the wrong information or incomplete information by
a military official. When | confronted reporters who made mistakes, if a correction was warranted,
they corrected it. We may not always want a correction. We may just have a discussion between
the PAO, the commander and the reporter for future r
Butifyoudonét make the effort to engage, I can tell vyou

more mistakes. You and your command will feel misrepresented, worst of all, when a crisis hits,
you will not have commanders and PAOs experienced in media interaction. Reporters will not
know who to trust. It is about the relationships built over time.
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https://en.wikipedia.org/wiki/Michael_Hastings_(journalist)

Nobody argues that the media should be able to see, hear and report on everything. Tactics,
Techniques and Procedures (TTPs), future plans, our capabilities or lack thereof depending on the
situation are all areas that we should not discuss with the media. There are a vast amount of good
reporters who cover the military know not to ask such questions.

There also are people new to reporting, or to covering the military, and some of them will stumble
all over the place, asking all sorts of questions. That does not mean you have to answer them. It
does mean you should explain to them why you are not going to discuss specifics about
capabilities, TTPs, future plans, etc. We should fall back on the training, education and perhaps
common sense that if you get asked a question that goes into classified areas or operational
security matters, tell them that you cannot answer or provide the information, but tell them why
you cannot.

Help with the education process of those that do not know. But do not use OPSEC or other like
areas as the blanket to avoid answering what you can and should. If we do not address the
issues, someone else will 8 and they will most likely get it wrong.

Top Marine General: oIl 6ve
They Could or Coul Fesét Spe

By: Caroline Houck Staff Correspondent, Defense One March 29 2018.

GENERAL ROBERT NELER, Commandant of the U.S.
Marine Corps, said he has not received or given any
direction for Marines to stop talking to the press, and
instead encourages the service to do public
engagements.

The commandant &8s remar ks st
sever al of his fellow servi
engagement, and recent guidance and practices by
senior Defense Department officials limiting public
appearances and interactions with the press.

Under President Donald Trump and Defense
Secretary Jim Mattis, Pentagon officials have spent
the last year and a half tamping down on public
engagements, directing the ranks and department
employees to watch what they say, hosting fewer on-
camera briefings, and limiting the numbers of
reporters invited to cover senior officials on

trips abroad.

Al dondét feel that | 6ve btereai miersd ranyyeMarainme d ,6n Melt |
interview at the Atlantic Council Thursday with Def e
media is part of American |ife; this is a democratic
think weor@d an stpeld Heable 8 to convey to you our version ofthest or y . o

Earlier in March, Air Force leaders issued a memo clamping down on media engagement. The

service curtailed interviews, embeds, and base visits until public affairs officials and commanders

down to the wing level completed new media training. Service officials said the restrictions were

meant to protect against accidental disclosure of sensitive information. Until that training had

been completed, responses to some press inquiries weresubject t o approval by the
public affairs headquarters. The change was first reported by Defense News,
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https://www.defensenews.com/breaking-news/2018/03/13/air-force-orders-freeze-on-public-outreach/

Nell er said itdéds exactly those younger -mprdayfopesasdn® nal s
away from Pentagon headquarters who are best-positioned to engage with the media.i | 6 ve never
told a Marine they could or a,dthihkdhepdretisepbesak, 0 he sai d
spokesperson for our Marine Corps. I want you to tal
men and women and theydére smart enolugrhet® know when

Air Force Secretary Heather Wilson defendedh er depart ment 6s pol iweek.iitlda | aw
has to do with operational security. We have an obligation to be transparent, but not with things

that our adversaries can use against us, o0 she said b
Ail't was time to go a reset and a retraining of our c
we have done . 0

Several lawmakers she was addressing have criticized the services and Pentagon more broadly

for their lack of transparency. Last year, Chief of Naval Operations Adm. John Richardson

instructed sailors to be more circumspect in their public communications 8 a policy that had
ficatastrophico consequences, according to HAS®Wsember, Rep

The public clampdowns have come for
another reason: Trump. Mattis said last fall
he was avoiding on-camera press briefings
because he did not want something he said
tobeunfairl y pitted against
a concern for top generals, as well, as Joint
Chiefs Chairman Gen. Joseph Dunford, right.
also, has restricted his public engagements
and interviews.

Nell er , on Thursday, s ai

American people to know what their Marine

Corps is doing, because

|l ot of really great, i mportant stuff.o And that work

public may be focusing on national security issues with increasing intensity, he said political

devel opments and other hype shoul dnét mades. ser vi ceme
i When | g and talk to Marines, I understand theyore
t hem, I , 6You took an oat h t odStates agnidstandnmees Const i t

S
foreign a
nati on, O said. AAnd anything that dberneafaicdisalu.so fr
Earlier this month, during a speech at Marine Corps Air Station Miramar in California, Trump
criticized the media, calling reporters in attendanc
attendance applauded. In its wake, the White House was criticized for using the military as a

political rally while the troops were criticized for applauding what he was saying.

Neller downplayed it.
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AThey were at an event, theyp hredspormbead diea time cpiri eesti, de n\
sai d. AThat was an individual event , but from what {6V
training, theyodre singularly fodadekdommandanhsaidhet hey o6r e s |
still takes the timeto remindthemabout t heir fAresponsi bi lAilt ydbo ase nsienrdy i c
them of where they are, their rol e, in the United Stiat
and their job is defense, 0 he said.

ATheydre United States Mar kpeadasign widhtldat. Wa al havéte doaourc er t aiin

best every day to live up to that expectation, whichisnotalowb ar . 0
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https://www.defensenews.com/air/2018/03/20/air-force-secretary-defends-clampdown-on-public-engagements/
https://www.cnn.com/2017/03/08/politics/admiral-warns-navy-of-speaking-freely/index.html
https://www.cnn.com/2017/03/08/politics/admiral-warns-navy-of-speaking-freely/index.html
http://www.defenseone.com/politics/2018/01/pentagons-secrecy-undermining-its-quest-bigger-budget/145122/
https://twitter.com/ByBrianBennett/status/973673242803105792?ref_src=twsrc%5Etfw&ref_url=https%3A%2F%2Fwww.rawstory.com%2F2018%2F03%2Fabhorrent-retired-admiral-slams-marine-corps-troops-applauding-trumps-attacks-free-press%2F&tfw_creator=rawstory&tfw_site=rawstory
https://twitter.com/johnfkirby63/status/973684656443920385

USAF Chief of Staff opens up about crackdown
on public affairs due to OPSEC issues
By Staff Writer, Military News, March 29 2018

THE AIR FORCE CHIEF IOF STAFFi s doubling down on the serviceds d
with the press in terms of operational details, adding that the USAF is still obligated to speak with

the public. AiWeb6ve done some very signif i pablicaffdirstuialso ng not
with our commander, 0 Chief of Staff Gener al David Go
Writers Group breakfast in Washington.

According to the seasoned combat pilot, the Air Force changed how they interacted with the

press after determining they needed to adapt to a changing threat climate. A We ar e coming o
17 years of conflict where we really haveno6t been in
therefore we have been a little looser on the things we talk about and then we as an Air Force had

three of four instances in a row where we just skirted the edge. We just got to the point where the

secretary [of the Air Force] and | were just uncomfortable about the operational details we were

tal king about, 0 Goldfein said.

Essentially, potential future conflicts with peer adversaries have created a new need for
heightened levels of operational security (OPSEC). Still, the USAF is still obligated to speak to the
press on multiplelevels. il t 6 s al ways a bal ancligatightaspeaktoie have an

Ameri can people and tell them whatdés going on. We ha
take that obligation seriously and so hopefully what [the press] will report back to me is that there
will be no difference becausethat obl i gati on has not changed, 0 Gol df

According to Federal News Radio, not everyone sees it that way. Adam Marshall, a Knight
Foundation litigation attorney at the Reporters Committee for the Freedom of the Press,
expressed his concern about thiWheAi priecrsc a&s eseswiEolrid
the public that loses out the most by having less information about what its government and
military are doing, 0 Marshall said.
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https://federalnewsradio.com/air-force/2018/03/goldfein-tries-to-justify-press-crackdown-says-air-force-still-obligated-to-talk-to-public/

AfReducing journalistsé access to the people, places,
complete, accurate reporting is not the way to strike the balance between national security and a
free press. o

As tensions ramp up between global superpowers, many experts and analysts are left to wonder-
will the US Air Force be the tight-lipped organization of Cold War days gone by or the open-door
of information that the 21st Century has grown accustomed to? While only time will tell, one thing
is for certain- the enemy is always watching.

Anyone but Russiais to blame

By: Michael Evans, Veteran Fleet Street
reporter, former Defence Editor, War
Correspondent, Pentagon Correspondent for
The Times and Vice President of The Pen &
Sword Club. March 25 2018

MOSCOW HAS NOW FED into the stratosphere every
possible alternative for the poisoning of Sergei Skripal

and his daughter in the lovely city of Salisbury. First of
all, of course, they are not to blame. They had nothing to

e
T'wo vodkas,

one Pepsi ...

do with it, neither Russia nor Russians. Never mind that the code of
the nerve agent Novichok is/was only ever made in a war that can
Russian laboratory. mean Life or
death Induel
Among the myriad of stories coming out of Moscow with Talkban
about who was to blame their favourite one seems to be i i M

that the Porton Down chemical defence establishment
just down the road from Salisbury had had Novichok
leaking out in one way or another. So, under this
scenario, a little bit of Novichok seeped out and hunted
down the former Russian double agent and his daughter
and somehow crept into their soup or coffee or front
door.

We had the chief executive of Porton Down telling the world on the BBC that there was no
possibility any nerve agent could have leaked out because he ran a very tight ship.

Sorry, but that begs a number of questions. Does Porton Down have stocks of Novichok to make
sure there's an antidote in case of a Russian biological warfare attack? If not, then why not say
so? And even if they do - but don't want to tell us - why did the chief executive not say in the
interview, "this is all a load of rubbish because even if there had been a leak of any type of nerve
agent which there wasn't and never could be, how come only Skripal and daughter and those
anywhere near him got poisoned."

So, Moscow central, this alternative answer to the Novichok poisoning is totally not credible. The
nerve agent was used to target a particular individual - a man who had worked against his country
and sold secrets to British intelligence. In the words of any lawyer worth his salt, there is
motivation, there is access, there is capability, there is previous. Prima facie, Moscow is the
culprit. Not Porton Down.

All the other alternatives put about by Russia are also interesting but fiction. Who else in the
whole wide world would want a Russian double agent dead as a warning to other putative Russian
double agents or defectors? Belgium? I'm joking.
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Now Moscow is being accused by America's top commander in Afghanistan of colluding with the
Taliban by arming them to fight the American-led coalition. That word "collusion" gets around
doesn't it? General John Nicholson, the military chief, says he has evidence of collusion. Russia
says this is a fairy-tale, claiming the only effort being put in by Moscow in Afghanistan is aimed at
forging a peace settlement. Like in Syria perhaps!!?

I blame Trump. Ever since he spouted the words "fake news", Russia and in particular his "friend"
Vladimir Putin, have used the same words to dismiss every accusation made against them.

AP Associated Press

Mattis: Poisoning in Britain is 'attempted murder’

By: Robert Burns, The Associated Press , March 29, 2018

WASHINGTON 6 The poisoning in Britain of a former Russian spy and his daughter amounts to
fattempted murder 0 by t laed fuRtbhesssaipatern gf Rwssianreffoetsito divide
the U.S.- led Western alliance, Defense Secretary Jim Mattis said Tuesday.

In remarks to reporters at the Pentagon, Mattis said the March 4 attack in Salisbury, England,
involved the fApretty obviouso use of a chemical
calling it a fAweapon o the Braishgovaramentrsays it was Ngvighok, a t
military-grade nerve agent. Mattis said Salisbury was the first chemical weapon attack in Europe
since World War Il and provided a fresh example of Russian misbehaviour.

The United States and more than a dozen European nations kicked out Russian diplomats on

Monday and the Trump administration ordered Russi aods

sought joint punishment fea
poisoning of an ex-spy in Britain.

By: Josh Lederman, The Associated
Press

Mattis, right, a retired Marine general and former
senior NATO commander, said he could recall a
time when the U.S. and Russian militaries were
training together for international peacekeeping
missions amid hope of a post-Cold War
partnership.

AThat regrettably, by Russiads choice, is now a
be a strategic competitor, even to the point of
Sergei Skripal, a former Russian intelligence officer convicted of spying for Britain, and his

agen

r

daughter, Yulia, who are hospitalized in critical

the innocent people in Salisbury who were exposed, and possibly to the extent of being murdered
by this stuff.o

Pressed to be more specific in his accusation, Mat t i
daughter. Howd s t Askdd whebther thistamountedrtesah act of war, Mattis said it is

part of a pattern of Russian actions that President Vladimir Putin apparently believes can be

pl ausi bly deni ed. Mattis cited as examples Russi a

intervention in eastern Ukraine, as well as its interference in the 2016 U.S. presidential election.
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Skripal attack: 2800 Russianb ot s Osowed
confusion after poison att

By; Deborah Haynes, Defence Editor, The Times, March 24 2018

RUSSI A UNL EASHED a disinfioenxatiom omeiatvoa i Britain after the Salisbury spy
attack, with thousands of suspected robotic accounts spreading doubt and conspiracy on the
internet, officials believe.

It is understood that an estimated 2,800 such online accounts are suspected of posting material
about the attempted murder of Sergei Skripal and his daughter Yulia in Salisbury, according to
monitoring reports prepared for the government. Messages posted by the suspect accounts are
thought to have been interacted with 75 million times and to have reached at least 7.5 million
people in Britain.

A key aimoftheaccounts appears to be to cast doubt on Ther
Kremlin is respon5|ble for the nerve agent attack on March 4 and to turn people in Britain against

- each other by helping to ferment
divisions, according to sources.

i We have eRessian state
deploy an extensive disinformation
campaign around the Salisbury
incident, 0 a British of
AThis campaign curiousl
before the prime minister

announced that Russia was behind

the attack. o

Robotic, or fAboto, accoc¢
automated and programmed to post
on social media, often hundreds of
times a day. On Twitter they can create tweets or retweet the messages of other accounts and
amplify their effect.
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The monitoring reports found there was a 70 per cent chance that the suspect accounts were

bots. 1t can al so be revealed that: ASuspected bot actji

days after the Skripals were poisoned, accounting fo
responding to social media posts by British media outlets including The Times, the BBC and The
Guardian appear to include those from fake social media accounts.

Troll-like, pro-Russia Twitter profiles appear to be exploiting the social media activity of
British people who believe in conspiracy theories and distrust the government, according

to a separate analysis. Searches on Facebook for the name ASK
large volume of English-language content produced by Kremlin-backed media outlets
suspected, such as RT and Sputnik.

Russia uses disinformation, amplified by state-backed news organisations and posts on social

media platforms, as one of its hybrid weapons of war. The tactic has been deployed in attempts to

mask Russian culpability in the downing of a passenger jet over Ukraine in 2014 and to cover up

the Killing of civiliansin Syria. A Ther e i s an i nf or maeyiseehtotomusg r ont at i o
against ourselves, 0 a European security source said.
sense of i mpunity. o

The monitoring reports are understood to have been prepared for officials co-ordinating a cross-
government responsetoRuss i ad6s di si nformation operations. This
a unit at the Foreign Office to examine open source material.

It is difficult to know for sure whether or not a social media account is automated or operated by a
person. The number of human-assisted bots is growing and Russia is known to use real people
posing on social media as someone else to exploit divisions. The analysis is thought to have
identified bots based on how many times an account posted and who they followed. More than 40
suspected automated accounts that prolifically posted around the Salisbury attack were analysed
manually.

Some of these accounts were among the most active in the whole of the UK, though not just
posting information linked to the Skripals. The analysis found that online public conversation
about the nerve agent attack reduced on March 15, while bot activity increased. A fifth of
suspected content that day was in reference to allegations of a lack of evidence linking Russia to
the attack and an attempt to discredit claims that Russia was responsible. Additional reporting
by Mark Bridge,

Putinds new

By Lawrence Freedman, The New
Statesman March 14 2018. Lawrence is
emeritus professor of war studies at
Kingbs Coll ege London.

VLADIMIR PUTIN is not one to accept criticism
from the West, even when his country stands
accused of attempted murder using military-grade
nerve agents. Russian responses to the
accusations have been dismissive, even
suggesting that British intelligence was really responsible for the attempted murder on 4 March of
Sergei Skripal and his daughter Yulia in Salisbury, combined with knowing observations that their
fate should be a warning to other traitors.

17



https://www.newstatesman.com/writers/314366

Russia has been on the receiving end of sanctions and
diplomatic slights ever since Crimea was annexed in March
2014, and Putin will expect to ride out whatever
punishments the British can put together in the same way
that he has ridden out those of the past. He will talk up the NEWStaIESlnan
resilience of the Russian state and identify appropriate
forms of retaliation that his adversaries will find difficult to
match.

He may even wonder whether heightened tension with the West will help him with his other main
preoccupation this weekend i the first round of hisre-e|l ecti on as president on 1
message to the Russian people has been for some time that they are under attack from old

enemies and that this requires national unity and a readiness to sacrifice. He does not need to

worry about the result. His victory is taken for granted. Polls show him romping home with about

65 per cent of the vote, with the other seven candidates all managing about 5 per cent each.

There are no credible opposition figures because murders, imprisonments and denunciations

have left few capable of taking on this role. The anti-corruption campaigner Alexei Navalny might

have made a dent on Putinbés majority, but he was bar
Commission. The only thing that might worry Putin is that too few people will come out to vote

and so detract from his victory. Given the lack of a real contest, minimal actual campaigning, calls

for a boycott from Navalny and his supporters, declining living standards and little for the Russian

people to look forward to, the turnout could well be less than the 65 per cent achieved in 2012,

which was itself down from 70 per cent in 2008.

This wil/l be Putinds fourth t2el2 periddfwhen be sivdppegd places nc |l ud
with his prime minister, Dmitry Medvedev). He may no
himself declared president for life, but he has already had the presidential term extended from

four to six years. This means
that he should be in power
until he is 71. As Western
governments work out what
to do about Russian
disruption, there is not much
point looking forward to a
new leadership in Moscow
that might be interested in
starting afresh. They need a
policy for Putin that can last
for some time.

This is one reason
comparisons are being
made with the Cold War i a
period that began after the
Second World War and
lasted until the fall of the
Berlin Wall in November
1989. Over this period relations between the two superpowers, the US and the Soviet Union, and
their respective allies were tense and dangerous. There were many vicious conflicts, often
involving client states, but a third world war, which was expected to involve massive use of
nuclear weapons, was avoided.

In the 1990s it was hoped and believed all this could be consigned to history and that a new
period of peace and prosperity could be enjoyed by all. Well before the start of the Ukraine crisis
in March 2014 it was apparent that these hopes were not being fulfilled. Russia complained about
the West demanding a rules-based international order while regularly breaking its own standards.
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How useful is it to think about the new situation as a cold war? Comparisons with the previous
one can be, as we shall see, instructive, if only to explain why things are very different now. But
fcold war o is also a more generic category. The
World War to describe circumstances that had not yet led to actual hostilities but were likely to do
so at any time.

This was how the phrase was understood when employed by American commentators in the late
1940s i they had no reason then to expect a long stalemate but were looking ahead to a period

when the possibility of a Ahot war o wialkofamidwarr e al

now. It is not so much a replica of what we might call Cold War 1.0 but a new version with its own
characteristics. Cold War 2.0 deserves the designation because it might turn hot. That is the risk
that demands attention. In
some respects, it is already
guite warm, given the number of
active measures recently taken
by Russia against the West.

As areminder of the most
dreaded aspect of Cold War 1.0,
Putin started this month
introducing a collection of new
nuclear weapons, including a

crui se missile tha
anywher e i n amndhe
bypass all forms of defence.
Meanwhile, in tones reminiscent
of the early 1980s, NATO
generals have been describing the extent of the recent Russian build-up of conventional forces
facing the Baltic states and the struggle the alliance would face when responding to a quick
offensive, even if over time (if there was time) its superior strength would win out.

The emphasis on nuclear power is one of the major continuities between the two cold wars. It is
the foundation of Russiabds claims to great power
alarming regularity). The other is its permanent membership of the UN Security Council, which
allows it to prevent other great powers from ganging up on it. Yet the differences between the cold
wars 1.0 and 2.0 are profound.

The most obvious and major change is that Russia is in a far weaker position than the Soviet
Union was. At the end of 1991 the Soviet Union split into 15 republics and they all went their
separate ways. Three i Estonia, Latvia and Lithuaniai are now members of NATO. All its former
allies in the Warsaw Pact have now joined NATOt oo. Moscowds sphere of
shrunk dramatically. Unsurprisingly this has led to a sense of isolation and insecurity. The priority

term w.

st

nfl

And

ait u .

bgen

for Russian foreign and security policy has become the old Sovietspaceii t s fAnear abroadio.

Second, Cold War 1.0 was a global affair. Although it began in Europe, it soon spread to Asia and
then on to the Middle Eastand Af ri ca. I n Cold War 2.0 Syria is
European focus. Moscow stepped up its engagement in 2015 in order to prevent the defeat of
President Bashar al-Assad. This operation was more successful than the one in Ukraine where
Russia is stuck sustaining an unstable enclave. Putin is now a major player in Syrian affairs,
although, as he is discovering, this is a mixed blessing.

Despite having done enough to ensure the survival of the Assad regime, Putin has not yet
managed to work out how to bring sufficient peace to allow Russia to withdraw. Nor is this really
part of Cold War 2.0 as a new arena for conflict with the West. Neither President Obama nor
President Trump was inclined to get directly involved in Syria, despite the unfolding humanitarian
disaster. They both largely confined themselves to mounting air strikes against Islamic State and
its supporters.
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Third, the shrinkage from the Soviet Union into the Russian Federation had major economic
consequences. Almost until its fragmentation the Soviet Union had the second-largest economy
in the world. It now vies for
13th place in the economic
league table with Australia, a
country with about a seventh of
the population. Its GDP is
about 60 per cent that of
France and Britain, 40 per cent
of Germanyds andfnot even
8eightper cent of the USO6s.

In addition, its economy is
severely unbalanced. It is
extremely dependent upon
energy exports, which is why it
gained in strength during the
2000s, as energy prices rose to

new heights, and slumped after prices fell in 2014. Rebalancing

objectives early in his presidency, but chronic corruption and disregard for the rule of law have
held it back.

Fourth, during Cold War 1.0 the i rtopoméesdndthoseibthe we e n
rest of the world was minimal, other than in the energy sector. Since 1991 the Russian economy

has engaged much more directly, using Western capital markets, importing Western goods and
technology, and exporting oil and gas in return. Russia has always seen its position as an energy
exporter as a source of leverage as well as revenue, a means of demonstrably rewarding friends

and puni shing enemies. Over time this has weakened
customers become wary of being too dependent upon it as a supplier. At the same time,

substantial economic connections with Russia provided the West with opportunities to impose

sanctions, although these have largely been on individuals rather than whole sectors of the

economy.

Fifth, Moscow can no longer claim leadership of an international ideological movement. There are
some old leftists who still find it hard to think of Moscow as anything other than a leader in the
struggle against global capitalism and imperialism. Its main messages, however, are now crudely
nationalist, and so its natural supporters are on the xenophobic right i figures such as Nigel
Farage, Marine Le Pen and Viktor Orbéan. Russian sympathisers are now most likely to be found
among misogynistic, racist and homophobic parties and movements.

These have gained ground in Europe largely because of the migration crisis, and Russian

propaganda has done what it can to encourage this. Putin can appear to be more sympathetic to

popular concerns than Brussels, Paris or Berlin. Yet this is not the same as leading a movement

with a clear ideological identity. A number of pro-Putin politicians have come to power in EU
states, including Viktor Orb8n in Hungary but Russi
leaders end up complying with mainstream EU policies (including sanctions).

Sixth, Cold War 1.0 was a struggle of the pre-internet age. Cold War 2.0 has been shaped by the
internet. This has provided opportunities for new forms of coercion and influence that have the
advantage of being relatively cheap and potentially covert. They allow for provocations just below
the threshold of what might lead to a hot war.

In this way conflict can be carried on in a grey world of actions that are hard to attribute and may
be enacted by private individuals and groups acting as agents of the state. When critical
information systems go down suddenly, affecting banking or a government bureaucracy, or fake
and inflammatory messages overwhelm social media, the fact that Russia is responsible may be
obvious but hard to prove. Even when the evidence is overwhelming the response is often simple

denial.
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