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News & Comment for, about and
from members and friends of the
military media operations
community

Former Defence Minister and PPS to Margaret
Thatcher is October guest speaker

Defence Minister responsible for International Security
Strategy, Sir Gerald Howarth
on Tuesday October 10 at the Cavalry & Guards Club.

Former Conservative Party Member of Parliament and

Sir Gerald is a graduate of the University of Southampton where he
read English and also served with the University Air Squadron. He
was commissioned into the Royal Air Force Volunteer Reserve in
1968.

His career included international banking and he worked for Bank of
America International Ltd (1971-1977), the European Arab Bank
(1977-81) and in 1981 he was appointed Manager, Loan
Syndications at Standard Chartered Bank, responsible for arranging
major international loans.
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His first official political appointment was as Parliamentary Private Secretary to Michael Spicer MP,
Parliamentary Under-Secretary of State at the Department of Energy (1987-90), then Minister of
State for the Department of the Environment (1990-91). He became PPS to Margaret Thatcher from
December 1991 to April 1992. Between 1983 and 1992 he was an officer of the Conservative
Parliamentary Aviation Committee and was a Founder Member of the No Turning Back group.

In 1993, a year after losing his seat in Staffordshire, Sir Gerald was selected as the candidate for
Aldershot where he succeeded Sir Julian Critchley in 1997. He has served on the Home Affairs
Select Committee (1997-2001) and as Vice-Chairman of the Defence Select Committee (2001-03).
For a while he was a member of the Executive of the 1922 Committee of Conservative
backbenchers.

In 2002, he was appointed as a Shadow Defence Minister with responsibility for defence
procurement and the Royal Air Force. In addition to his frontbench duties he was also Convenor
(Chairman) of the all-party RAF Group, an officer of the All-Party Parliamentary Aerospace Group,
Chairman of the 92 Group of Conservative MPs, and an active member of the All-Party
Parliamentary Kashmir Group.

Burning questions: hard talk, secrecy, media
disquiet, information operations, press criticisms,
more defence cuts and fake

disquiet about just what is happening within the UK Ministry of

Defence - and the future of its information strategy. Among
the talk in Pen & Sword Club gatherings has been the growth and
scope of British and NATO information operations. With the
formation of a British Information Manoeuvre Headquarters and the
first deployment of an IM team on exercise to Canada, Scribblings
uses this edition to examine recent comment and opinions on the
role, composition and development of non-kinetic warfare in United
Kingdom Armed Forces. And, to ask where is the media campaign to
tell the public, the tax payers, just how well the Services are
contributing and managing in difficult times, writes Editor Mike
Peters.

September has been a month filled with burning questions and

In this era of instant communication, social media, citizen journalism and, above all, fake news our
armed forces must be well equipped to fight and survive in cyber space: there is a need to expand
and develop psychological operations to counter the threat. But there is also a concern that media
operations have fallen by the wayside and is playing second fiddle. Is this by choice or is there a
political directive? Certainly, the mainstream media is unhappy and | hear, on the grapevine, that the
defence and aviation technical press is feeling ignored.

Ministry policy documents state clearly that media operations is part of the information strategy and

stress that the interaction of media and psy ops must be managed with no opportunity for journalists
to become confused between the two. Yet these documents also emphasise that all communication
with journalists must be authorised. It would appear that this latter instruction is being rigidly applied.

The month produced a startling headline in The Times about a secretive MoD and the attempted
banning of journalists from a Chatham House event plus a surprise request for journalists to pay £850
to attend a military briefing at the Defence Systems & Equipment International event in London. On
top of this was a pointed plea from Times defence editor Deborah Haynes about why her requests for
interviews with senior officers have been ignored for months.
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While we are conditioned to expect, certainly in the UK, that there will always be a tension between
military and media this should be a healthy and manageable scenario. Sadly, this does not appear to
be the case in current times.

The media is grumbling and without briefings is airing hostility; it would seem the Services are being
restricted in what they might say to the press: media operations is sending teams to cover the
aftermath of the Caribbean hurricanes but little appears in the national news although social media
carries photos and a limited amount of information from the coal face.

On social media itself ex-service people are questioning and complaining about why there is no good
news especially about the hard work of sailors, soldiers and air personnel in the national media.

Is it time that the Ministry started to defend its corner? For more effort to be made to brief journalists;
to include them and to educate those who have little experience of the military. If this is not done
then we all know the vacuum wil | be filledé.and no

What is obvious at tthhere ard sorhetusderiowerentswimcl questions thieh a
apparently diminished role of media operations and the highlighting of psychological operations which
is increasingly coupled with the perceived proliferation of fake news on social media sites.

It was not so long ago that club member and military historian, Stephen Badsey, right, a respected
international commentator and Professor of P

Conflict studies at Wolverhampton University,
was quoted in Media for Justice and Peace
by American journalist, Don North.

Stephen sai d: iThe NA
argument is that NATOE
ops is to treat it as an essentially open,
truthful and benign activity and that, plus the
elimination of any meaningful

distinctions between domestic and foreign
media institutions and social media, means
that psy-ops and public affairs have
effectively fused. o

Stephen added that NATO has largely
abandoned the notion that there should be a
clear distinction between psy-ops and public
affairs, although NATO officially rules out the
di ssemination of Abl a
knowingly false information designed to
discredit an adversary.

iThe | ong argument as
should be maintained between psy-ops and
information activities and public affairs has
now largely ended, and in my view the wrong
side won. o

This is a complex story - a phrase we have heard much of in the last few weeks 1 Scribblings
will keep its eyes and ears tuned and hopes to hear better and more positive news from media
operations across the media spectrum.




We must stop pretending: | t
about defence!

Club member and international defence and aviation commentator Howard

Wheel don hits out at a negative mdadk. aéand

Sept 19, 2017

over the past few days and various former Fi
ability to conduct the many roles asked of it by the nation, | would in mitigation like
to remind all of the speed with which Royal Navy and other allied ships tasked with
the humanitarian role in the Caribbean deployed, following the huge damage caused by
recent Category 5 Hurricane Irma. And, of what the Royal Navy has been able to do with RFA
Mounts Bay, a sizable and well-equipped vessel that was already in the region, which is part
desighed and equipped to support dreadful humanitarian scenarios such as this. Plus, of
course, how this has received scant attention in the press.

W ith the mainstream press high on negative articles in respect of Royal Navy capacity

Articles alleging that the Royal Navy is suffering acute shortage of capital ships, manpower
and supplies and talk of the UK military being little more than 6 T h Wo d |irdtérms of what
they are able to offer are in my view absolute nonsense.

Yes, of course | would like to see more surface ships in the
fleet and yes, further increases in Royal Navy manpower
particularly of skilled engineers and those required to
support both surface and sub-surface vessels. Yes, | agree
that we need to spend a lot more on defence if we are to
maintain our full ambitions.

But whatever | might want and believe and whatever those
that failed to raise voices of concern or resign when they
were in-office, | am afraid the reality is that the nation just
cannot afford it. That defence and national security should

world of those who now believe the priority of Government
is health, welfare and education. The choice for an elected

\\ V // Government is | am afraid, as simple as it is stark.

\ \ 'I".‘ We well know that the Royal Navy faces challenges aplenty
\\\ \\ \\\Y\ just as do the Royal Air Force and Army as well but the
important point to make is that while we may no longer be
able to offer our NATO allies the all-embracing capability support that we used to be able to do or to
potentially deploy our armed forces to more than one international conflict zone at any one time, our
armed forces, including the Royal Navy continue to do and to be able to do all that is asked of them.

In a Sunday Times article over the weekend the immediate past First Sea Lord, Admiral Sir George
Zambell as and who had 6retiredd from the military
hollowed out over the years; of the Royal Navy having reached the bottom of what it can do in

respect of raising efficiency and the lowering of costs. He suggested in the interview that the Royal
Navyds 19 combat surface frigates and destroyers
submarines were just not enough.

Presumably freed of his MOD shackles and now able to speak freely and having, as far as | am
aware, no formal involvement with any of the large defence companies, Admiral Zambellas chose to
stick the knife in during the run up period to completion of the NSCR review process.
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Now | would be the last person in the world to claim that we have enough military ship, submarine,

fast jet and ISTAR capability, that the Army has sufficient fighting and support vehicles or that the

words O6holl owed outodd in respect of our armed force
when the 1997 defence review was published, are not true. Yes, the Royal Navy has been
significantl y we ak e nrecegntywardandihe cldinh ly Mi@istersaiithe &€rownn

that &éwe are growing the Navyodé is, apart from mayhb

Of course, | am bound to ask the question that if Admiral Zambellas feels as he does now in respect

of his view of -warl|l ¢&ami Inigt ar Y& hamd o6hol |l owed out 6
not believe this a couple of years ago and if so, why did he fail to venture similar views two years ago

when SDSR 2015 was published. Indeed, if the issue is of that much importance to him, why on

earth didndt he resign back then?

I nterestingly, in the Sunday Times article a MOD s
challenges the Royal Navy faces today can be traced back to decisions of the FirstSea Lor do
and that Ahis criticisms come from someone who | iv

So be it, but where | take particular exception is to his remarks and criticism of our having to rely on a
Royal Fleet Auxiliary ship, Mounts Bay being in position in the Caribbean when Hurricane Irma
struck, a reference | assume to his belief that it should have been a Royal Navy frigate or destroyer
that should have been on station in the Caribbean instead.

RFA Mounts Bay is a Bay class Landing Ship Auxiliary Dock. It has a displacement of 16,160 tonnes,
a crew of 69, 1 x Wildcat Helicopter (it can also support a CH-47) 2 x Rigid Hull inflatable boats, 2 x
Inflatable Raiding Craft, 1 x MEXEFLOTE ship to shore raft, 1 x Combat Support Boat, HADR
detachment including 20 heavy and light vehicles and operators, a very high stores capacity and
personnel capacity for 356 troops.

Other ships sent by allied nations to the devastated area include a Halifax Class guided missile
frigate which has a displacement of 4,770 tonnes, a crew of 225 and just one ageing Sea King
Helicopter and very limited troop and stores capacity, two French Floreal Class Coastal Surveillance




Frigates with a displacement of just 2,600 tonnes, a crew of 88, 2 x Rigid Hull inflatable boats, 1 x
Panther Helicopter (unconfirmed whether this is currently on-board) and very limited troop and stores
capability. Finally, the Royal Netherlands Navy has a Pelikaan Class Logistics Vessel in the area T
the vessel has a displacement of just 1,150 tonnes, a crew of 15, 2 x Rigid Hull Inflatable Boats,
Medium stores capability.

My point is that even ahead of the arrival of HMS Ocean from Gibraltar, RFA Mounts Bay is
significantly larger than any other allied vessel that has yet been sent to the area. With a
ships company of 163 personnel, the Wildcat Helicopter, medical facilities, stores, 14 tonnes
of DfID shelter kits on board and the vessel already on-site in readiness for hurricane and
other humanitarian requirements what is there to criticise?

In fact, the opposite is true and in this case the Royal Navy and the MOD is to be congratulated for
ensuring that it has in place a ship that is well suited to the task. | have been fortunate enough to sail
onaType23frigat e and to conduct training exercises in
carries a vast range of kit but they dondt carry
by Mounts Bay.

HMS Ocean will soon be on site and with a crew of 650, 2 x CH-47 Chinook, 3 x EH101 Merlin Mk 3,
1 x Merlin Mk 1 and 3 x Wildcat helicopters on board together with high stores capacity (she
reloaded in Gibraltar) including medical facilities, HADR stores, 60 tonnes of DfID stores plus
capacity for carrying 830 troops and 40 vehicles, when she arrives on 22nd/23rd September RFA
Mounts Bay will, | understand, redeploy to the British Virgin Islands.

In total, the UK has or very soon will have a total of 1,300 military and 124 civilian personnel in the
various UK overseas territories that have been devastated by Hurricane Irma or that may be
impacted by Hurricane Maria. Compared to some of our allies, with a ship the size of RAF Mounts
Bay that is, in part, designed for such tasks, the UK and the Royal Navy appear to have been very
well prepared when Irma struck. To suggest otherwise or to criticise that HMS Ocean has taken far
too long to reach the Caribbean and that lacks sufficient speed are as regrettable as they are
unnecessary.

As | have said many times before, defence is a political choice and sadly we it seems have decided
that it should no longer be as higher priority as it once was. | regret that too and believe it to be a
huge mistake and one that we will live to regret. But there here and now is not about to change
whatever | or others might think. Having been allowed to fall far too low, numbers of Royal Navy

r
t




personnel are now rising but that does not excuse the fact that the Royal Navy has, according to
IISS, seen its numbers shrink form 80,000 personnel in 1982 to just 29,500 today.

Neither does it excuse the fact that the number of destroyers has dropped from 17 in 1982 to just 6
today, that the number of frigates has declined from 38 in 2017 to just 13 today or that the number of
submarines has dropped for a figure of 26 then to just 10 today. Of course, over that time
requirement has quite definitely shrunk and Britain is less alone than it once was in regard of
commitment to NATO and the sharing of capability requirement from other European NATO allies.

We do. of course, need to strengthen the Royal Navy just as we do the Royal Air Force. We perhaps
need to regenerate the Army too but that requires some more radical thinking in respect of size,
scope, system and process change. For me pers
is essential and | do not argue that we have allowed our defence capability and thus also, our ability
to play out defence diplomacy and presence as we might otherwise need to do.

We kid ourselves sometimes that we can do more than we can and | am quite sure that former CGS,
Lord Richards is quite right to suggest that Britain does not have the capacity to engage in a conflict
with North Korea should that arise although I note that only three weeks ago he also suggested that
Britain should increase the number of troops it has in Afghanistan i a point that | completely agree.

Former military chiefs are of course a nightmare to those that serve today and George Zambellas is
joining a list of those choosing to speak out in an independent capacity. Neither he nor Lord Richards
has shown party political allegiance and that in my view provides them with credibility that others do
not have. But, none of them voiced objection to what they had been asked to do out of SDSR 2010.
Just as Admiral Zambellas and his predecessor, Admiral Sir Mark Stanhope had done during their
time as | SLéds, so too did Lord Richards, then

As a former First Sea Lord during the period
2002 to 2006 and a former member of Gordon
Brownds Labour Governm
Security and Counter Terrorism between 2007
and 2010 the Lord West of Spithead, right, has
been the public voice of discontent over cuts in
defence and his view that the Royal Navy has
been hollowed out and left on its knees, the
shortage of capital ships and his view that the
Royal Navy can barely protect the UK.

That despite the plan to replace Type 23
Frigates on a one for one basis with a mix of
eight Type 26 anti-submarine warfare frigates
and five 6General Purp
Frigates and the stand
capabilityin t he early 20206
Queen Elizabeth class aircraft carriers, | agree
that we have gone far too far down a ladder of
cuts but what | do not believe is that the Navy
could not adequately defend the UK and its
dependent territories right now or that it does
not have sufficient capability to conduct its

many other NATO and international roles.

That said, the Government must accept that if it wants to be credible in defence and seen by its allies
as having sufficient air, maritime and land capability to engage and properly deploy in international
conflict zones the present structure of defence is insufficient to do this. It must also accept that
harping on about the fact that we are raising the defence budget by £500 million in each year
between now and 2021 is, given the increased threats that we face, just not enough. For 2% of GDP
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being spent on defence we need to be talking about a minimum of 3% without any other non-defence
aspects being added in.

That is a hard choice to make T one that | believe we should make and make very soon even if
| have to always remind that defence is a political choice. Whatever, we have to stop
pretending i itis atime to be honest about defence and what we need to do.

As Messrs Michael Flanders and Donald Swann wrote a very long time ago in a song about an
Ostriché.

i P e @boo, | can't seeyou;

Everything must be grand.

Book-ka-Pee, you can't see me,

As |l ong as | 've got my head in the sando.

We 6 | | tosspending limit says Defence Chief
From Deborah Haynes, Defence Editor, September 27, 2017, The Times

whether the cash-strapped armed forces needed
more money despite warni
| andscape has dar kenedo.

The head of the military yesterday refused to say

In his first media briefing after more than a year in
office, Air Chief Marshal Sir Stuart Peach, right, was
asked repeatedly whether a government pledge to
spend 2 per cent of GDP on defence was sufficient,
given funding pressures and the security risks posed
by North Korea, Russia and Islamist terrorism.

The chief of the defence st
we are given by the government and we work for the
government, next [question]
Woody Johnson, US ambassador to London, asked
whether Britain was committing sufficient resources to its
military.

The Times has laid bare over recent months the pressures
faci ng &medtoraas.iAdlan set outin 2015 for
their future shape is underfunded by between £20 billion to £30 billion over the next decade despite a
commitment by the Treasury to increase the £36 billion annual defence budget by 0.5 per cent each
year of the parliament.

General Sir Christopher Deverell, another top commander, said in a comment on Twitter that military
chiefs were | ooking at a fArange of optionso to
possible reduction of the Royal Marines by 1,000, scrapping an amphibious assault ship and slowing
the purchase of F-35 fast jets.

Air Chief Marshal Peach said that a mini defence review of national security capability that
began in July would | ead adj ust meEeindcatedahtath e r
this could include more
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have to adapt the force s ture to the ti mes
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Secretive MoD cancels meeting after dispute over
media access

From Deborah Haynes, Defence Editor July 15,2017, The Times

l ordbés mariti mg

as his new aircraft carrier
set sail for the first time, a
high point in what the
government claims is the
ifyear of the RoY
Two days before the event at
Chatham House in London,
however, an email was
dispatched to say that the
gathering on July 7 had been ;
fipostponed by t e
Navyo.

I t was billed as the first sea

What was not explained &
possibly to save blushes 6 was
that the trigger for the move was
a request from the navy that
journalists be uninvited to the
get-together and dinner the
night before, and a refusal by
Chatham House to comply.

Two sources said that they thought naval officers advising Admiral Sir Philip Jones got cold feet

about discussing issues in front of journalists an
press, o0 one of the sources said.
However, asked about the postponement, a ispokesman

prioritising the Defence and Security Equipment International 2017 exhibition as a better opportunity

for discussion about the new era of mariti me powerj|.

A spokeswoman for Chatham House said: @0We wethee
event was unable to go ahead as planned. 0o

The desire to keep the press away from what was supposed to be a frank discussion 0 a lot
of it off the record anyway 6 is areflection of an unhealthy culture of control and secrecy

within defence, two sources i nvol ved with the military said.

it forgets it is a department of state, funded
we demand a higher standard of transparency than we get from the department. o

Sir Michael Fallon, the defence secretary, and his advisers have a keen interest in what is being
reported by newspapers and broadcasters, with negative stories & such as articles about the
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overstretched defence budgetd not seen as hel pf ul ,nepisoderocThes s ai d.

Thickofltonl'y shorter because it is real life, o0 sa
the MoDb6és press office.

It is not possible to have an interview with a military chief without permission from the press office,
something t hat wi | | require the green | ight from
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The Times has in the past year requested interviews with Air Chief Marshal Sir Stuart Peach, the
head of the armed forces; General Sir Nicholas Carter, chief of the general staff; Tony Douglas, in
charge of equipment and procuring kit, and Stephen Lovegrove, the permanent secretary at the
MoD. None has yet been approved.

Attempts at media contr ol we rcenference tisevedk. Indially metia Ro y all
were only given access if they bought a ticket for £850 or acted as a sponsor. On the eve of the
event the RAF said journalists not buying a ticket could attend for a half-hour speech by Air Chief
Marshal Sir Stephen Hillier, chief of the air staff, and another by Sir Michael, before being escorted
out.

It was not until the morning of the conference that, after an intervention by senior officials, the
barriers were lifted and accredited journalists allowed to attend for free.

A spokesman for the MoD said: AThe military regul ajr
saw last week when the chief of the general staff conducted interviews with a number of [two]

national newspapers. We also regularly facilitate media access to operations and
deployments such as embeddingaTimesj our nal i st on a navy destroyer

The US/NATO Embrace of Psy-ops and Info-War

D

The U. S. government and NATO have entered the Brav
communi cati ons, eopsynaopggandgand puplic relations in order to manage the
perceptions of Americans and the worlddés public, C
in Consortium News

Don, a Professor of journalism, is the Director of Northstar Productions Inc., Virginia, USA, a
communications expert, teacher, writer, documentary film - maker and above all a veteran war
correspondent having covered the conflicts in Vietnam, Borneo, Cambodia, Afghanistan, El-
Salvador, Egypt, Israel, the Gulf, Bosnia, Kosovo and Irag.

He has worked for ABC News and NBC
News. *Don is pictured right as a war
correspondent in Vietham for ABC News,
crossing a stream in the Mekong Delta,
1968

s reflected in a NATO conference
Ain Latvia and in t

iLaw of War o manual”~
government has come to view the control
and manipulation of information as a
isoft power o weapon,
psychological operations, propaganda
and public affairs under the catch phrase
fistrategic communicat

This attitude has led to treating Psy-ops i
manipulative techniques for influencing a
target populationdés s
surreptitiousl y spiengi
ifas just a nor mal par
information policy.



https://consortiumnews.com/2015/09/02/usnato-embrace-psy-ops-and-info-war/

And, as part of this Brave New World of #fAstrategic| cc
have now gone on the offensive against news organizations that present journalism which is deemed
to undermine the perceptions that the U.S. government seeks to convey to the world.
That attitude |l ed to the Pentagonds fALaw of War o mjan:!
be consspdeesed ar Aunprivileged belligerents, o creaftir
subject to indefinite incarceration, military tribunals and extrajudicial execution i the same treatment
applied to Al Qaeda terror i dibdligeventc are al so cal |l ed] At
DEP
L‘/\\V%T(I)VIFENT OF DEFENSE
WAR MANUAL
JOURNALISTS LISTED AS POTENTIAL
BN TERRORISTS BY THE PENTAGON i
NEW YORK 0520 #LIBYA'S AIR FORCE READY TO TARGET POSSIBLE EU MILITARY MISSIONS IN MEDITERRANEAN
The revised ALaw of Waro manual has come wunder shajp
mai nstream and independent media, including The Nefw
Protect Journalists, as well as academics like Professor Stephen Badsey.
fiThe attitude toward the media expressed in the 20|15
international laws of war to which the USA is a signatory, going back to the 1907 Hague Convention,
and including the GadiPefessorBadsey eprofessar of sonflict studies at
Wolverhampton University in the United Kingdom and a long-time contact of mine who is often
critical of U.S. military information tactics.
AiBut [the manual] i s a isgdyddeaordthan adecade agolndraqavherei t ude |f ul
the Pentagon decided that some media outlets, notably Al Jazeera, were enemies to be destroyed
rather than | egitimate news sources. o
The Vietnam Debate
The Pentagonds hostil i treportihgpundarmides J.8.goverranent st s whos e
propaganda goes back even further, becoming a tendentious issue during the Vietham War in the
1960s and 1970s when the wards supporters accused JAme
by reporting critically aboutt he U. S. mil i taryds strategies and tac|ti
the 1980s, conservatives in the Reagan administrationi e mbr aci ng as an article df
reporters contributed to the U.S. defeat in Vietnam i moved aggressively to discredit journalists who
wrote about human rights violations by U.S.-backed forces in Central America.




I n Iline with those hostile attitudes, news cover agle
Grenada in 1983 was barred, and in 1990-91, President George H.W. Bush tightly controlled

journalists trying to report on the Persian Gulf War. By keeping out i or keeping a close eye on i

reporters, the U.S. military acted with fewer constraints and abuses went largely unreported.

In the 1980s, conservatives in the Reagan administration i embracing as an article of faith that

ili beral o reporters contr i b movedhggtessivalyhoaliscteditS. def eat| i r
journalists who wrote about human rights violations by U.S.-backed forces in Central America. In line

with those hostile attitudes, news coverage of Pre|si c
1983 was barred, and in 1990-91, President George H.W. Bush tightly controlled journalists trying to

report on the Persian Gulf War. By keeping out i or keeping a close eye on i reporters, the U.S.

military acted with fewer constraints and abuses went largely unreported.

Thisso-cal | ed fiweaponi zing of infor mat ip@esidéencytoliBillned even m
Clinton and the war over Kosovo when NATO identi filfed
and dispatched warplanes to destroy its studios in Belgrade. In April 1999, acting under orders from

U.S. Army General Wesley Clark, American bombers fired two cruise missiles that reduced Radio

Televizija Sibiya to a pile of rubble and killed 16 civilian Serb journalists working for the government

station.

Despite this wilful slaughter of unarmed journalists, the reaction from most U.S. news organizations

was muted. However, an independent association of electronic media in Yugoslavia condemned the

attack.

AiHIi story has shown that no form of repression, parijtic
journalists, can prevent the flow of information, nor can it prevent the public from choosing its own

sources of information, o0 the group said.

The (London) Independent s Robert Fisk remarked at| tt
dondét | i ke what they say, owthelPentaboa is dosng eéxdcte/thatul es of Jwar
l'iterally rewriting its 0L ahweldsebfarWaerddo tmaeraud ae ntto od |l Ifjew
journalists as funprivileged belligerents. o




Despite the 1999 targeting of a news outlet to silence its reporting, a case for war crimes was never
pursued against the U.S. and NATO officials responsible, and retired General Clark is still a frequent
guest on CNN and other American hews programs.

Targeting Al Jazeera

During the presidency of George W. Bush, the Arab
medi ao deserving of destruction rather thahanbei ng
the news networkés offices wer el3s200d,Wurikgthe WS.Amer i can
invasion of Afghanistan, a U.S. missile hit Al Jaz
damaging the homes of some employees.

On April 8, 2003, during the U.S. invasion of Irag, a U.S. missile hit an electricity generator at Al
Jazeerabdbs Baghdad office, touching off a fire that
coll eague. The Bush administration insisted that t

However, in 2004, as the U.S. occupation of Iraq encountered increased resistance and U.S. forces
mounted a major offensive in the city of Fallujah,
depicted the devastation i and on April 15, 2004, Defence Secretary Donald Rumsfeld decried Al
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Jazeecoavwesr age as fivicious, inaccurate and inexcusable

According to a British published report on the minutes of a meeting the next day between President
Bush and UK Prime Minister Tony Bl ai r, Bush suggested bombing Al
Qatar but was talked out of the idea by Blair who said it would provoke a worldwide backlash.

During the Iraq War, Professor Badsey wrote the following observation which | cited in my book on

mil itary/ media relations, |l nappropriate Conduct: nT
the U.S. Marine Corps o6weren6t beaten by the terro
Jazeera televisiond r at he ployédiinappropridieaectics fdr tne/politicdl. S. f o
environment of their mission, is recognizable as yet another variant on the long-discredited claim that

the Vietnam War was | ost on the television screens

Although the notion of Vietham-era journalists for U.S. media acting as a fifth column rather than a
Fourth Estate is widely accepted among conservatives, the reality was always much different, with
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https://en.wikipedia.org/wiki/Al_Jazeera_bombing_memo

most of the early Vietham War coverage largely favourable, even flattering, before journalists
became more sceptical as the war dragged on.

I n a recent interview on NPR radi o, Charl es Adams,

unable to cite examples of journalists jeopardizing operations in the last five wars i and that may be
because there were so few examples of journalistic misconduct and the handful of cases involved
either confusion about rules or resistance to news embargoes that were considered unreasonable.

Examining the history of reporters dis-accredited during the Vietnam War, William Hammond, author
of a two-volume history of U.S. Army relations with the media in Vietnam, found only eight dis-
accreditations, according to military files.

Arguably the most seriouscasei nvol ved the Balti more Sunds John

who believed strongly that it was important that the American people be as thoroughly informed
about the controversial war as possible. He got in trouble for reporting that the U.S. Marines were
about to abandon their base at Khe Sahn. He was accused of violating an embargo and was stripped
of his credentials, though he argued that the North Vietnamese surrounding the base were aware of
the troop movement.

Toward the end of the war, some reporters also considered the South Viethamese government so
penetrated by the communists that there were no secrets anyway. Prime Minister Nguyen van

Carr

Thieubds principal aide was a spy and everyone knew it

career, which included the editorship of the Los Angeles Times, Carroll came to view journalists

fal most as public servants angowaerfmierg pmatSisoRS0 €36

obituary in The New York Times after his death on June 14, 2015.
Strategic Communication

During the Obama administration, tihmanagirgthe ept of
perceptions of itgrew moroand nbré expapsivée dnd the crackdown on the flow of
information unprecedented. More than any of his predecessors, President Barack Obama authorized
harsh | egal action against government fl eakerso
foreign policy and intelligence practices.
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And Ob a mt@ Depart®ent mounted a fierce public campaign against the Russian network, RT,

that is reminiscent of the Clinton ad#i3iss tamateiron ojs |

toward Al Jazeera.

Since RT doesndét use t he I|&guadeeegaimgptherUkrame arisidand pr ef er
doesndét show t he r eq ulbaskediregime ie lSigy,éhe hetwbrkis demotineed fdr. S .

Ir ec

its fAipropagand#®,00 nhuthgt hiss jfuistgerart of the pl ayboaogk

doubts about the information coming from your adversary while creating a more favourable
environment for your own propaganda.

THE RIGA STRATCOM DIALOGUE:
PERCEPTION MATTERS

This growing fascination with Astrategic communica
i nformation techndlOo @y, ,r ad &Igli ed Commai nNA ati ons Centr
STRATCOM, located in Latvia, a former Soviet republic that is now on the front lines of the tensions
with Russia.

Some of the most influenti al minds from itmelL avovil @b
capital of Rigaforatwo-d ay conf erence entitled APerception Mat
communi cations read: fASince wars begin in the mind

defences of peace inoobleseriments merhaps butnot alwagstreflected in the
remarks by more than 200 defines and communications experts, many of whom viewed information
not as some neutral factor necessary for enlightening the public and nourishing democracy, but as a
filsofwermo weapon to be wielded against an adversary.

Hawkish Sen. John McCain, R-Arizona, led a delegation of U.S. senators and said STRATCOM

was needed to combat Russia and its President VI ad
the truth, oisdatttoMg@aininhe trutho in the world of 0
be a matter of perception.
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UK deploys info manoeuvre teams on first exercise

Tim Ripley - IHS Jane's Defence Weekly
21 September 2017

n integrated British Army information manoeuvre team has deployed on its first major
Aexercise to support troops training in Canada in future warfare concepts.

The team, which brings together cyber, electronic warfare, media,
civil affairs, intelligence and military communications specialists, is
a result of the June decision by the British Army to group its
intelligence, signals, media ope
capabilities under a singl e-sfaionf
divisional headquarters.

ot her

In August the British Army enhanced its work in this arena by

setting up what it termed the Information Manoeuvre Project Team
ifto explore the synergies to be ac
t he ar my 6s Hdcenfriobrigeadsi[loknll Signals, 1
Intelligence Surveillance Reconnaissance, and 77 Brigade.

PRWEEK

'‘Don't mislead the public' - GCS unveils its five

golden rules for modern media operations
by Jonathan Owen, PR Week, July 27

ncr ea

in the first ever guide on modern media operations for government departments,
published by the Government Communication Service. The GCS guide contains its five
golden rules for modern media operations.

Five non-negotiable golden rules for government comms professionals have been outlined

Backed by the heads of news at government departments across Whitehall, the new resource is now
being promoted to comms teams across government and the public-sector bodies it works with.

The guide outlines: "key principles of structure and practice which are essential to demonstrating the
baseline capability of the media relations function.” It identifies five "core functional aspects"
expected of government comms staff. These include proactive and reactive media handling,
relationship management, digital/content creation, and insight and evaluation.

In terms of media handling, comms teams should take the initiative in strategic story placement and
"consider the use of trailing and embargoes to maximise impact and coverage and/or to de-conflict
with other expected news."

When faced with difficult situations, preparedness is the key. Comms practitioners should "anticipate
possible criticism and risk and prepare responses beforehand.” In addition, carefully evaluating
news coverage can help "to understand and pre-empt the direction of stories."
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Relationships are another important area, including
the maintenance of "productive relationships with
ministers through regular engagement and N
informed advice." Comms professionals should G-
seek to "build professional relationships with
journalists, based on honesty, authority and

credibility."

When it comes to the digital realm, people should
be "digital by default" and use "online tools to reach )
specific audiences, engage with people and assess Modern Media Operation
the impact of your work." They should also A Guide

produce "high-quality content in-house for use by
media outlets" and "repurpose content for different
digital channels and audiences."

As for insight and evaluation, comms teams are
urged to research their audiences and "identify

clear and SMART communications objectives
around outputs, outtakes and outcomes, including
deciding 6successd measu
will be collected."

The new guide states that while the use of "social and digital channels" is increasingly important,
traditional media remain in the ascendancy.

It remarks: "The reality is that established media outlets i print, online and broadcast i remain
powerful actors in shaping society and how the public thinks and feels about government policy, and
what people do as a result.”

Media consumption

National media

Daily press titles*® TV programmes Radio station Breakfast Total
audience | reach***

The Sun 1,672,000 BBC 1: News at Six 4,600,000 BBCRadio2 9.742,000 15,144,000
Daily Mail 1,510,000 BBC 1: News at Ten 4,400,000 BBC Radio 4 7.384,000 11,227,000
Metro 1,480,000 ITV:ITV Evening News 2,700,000 BBC Radio 1 5,433,000 9,873,000
London Evening 899.000 BBC1I: Panorama 2,300,000 BBC Radio 5 Live 2,398,000 5,502,000
Standard

Daily Mirror 756,000 BBCI: The Andrew 1,600,000 BBC Radio3 751,000 1,997,000

Marr Show

Daily Star 462,000 BBC2: Horizon 1.300.000 o of a1l who use radio for breakfast news

The Daily Telegraph 457,000 Channel &: Dispatches 850,000 BBC Radio 4 28%
The Times 437,000 BBC1: Newsnight 544,000 BBCRadio 2 25%
Daily Express 397.000 ITV: Peston on Sunday 170,000 BBC Radio 1 14%
i 279,000 Heart FM 10%
Financial Times 194,000 Capital 8%
The Guardian 157,000 Other local commercial 5%

Sunday press titles®

Sun on Sunday 1,437,000
Sunday Times 761,000
Sunday Mirror 680,000

Source: *Audit Bureau of Circulation [ABC) - 28.11.16, www.newsworks.org.uk
P

Gorkana, December 2016 ***www.rajar.co.uk - September 2016




The guide adds: "The capacity of government departments and agencies to deliver their mandates
still depends to a large extent on their reputation in the media, whether national, regional or
international."

A whole page of the new resource is dedicated to how comms professionals are expected to behave.
GCS members should not "oversell policies, re-announce achievements or investments, or otherwise
mislead the public." They are expected to show integrity, honesty, objectivity, and impartiality.

Alex Aiken, executive director, Government Communications, commented: "The media has a duty to
hold government to account and our media teams should promote, explain and justify the policies of
the government accurately."

Comms professionals "must be prepared to speak with honesty and based on professional expertise
and evidence to advise ministers and officials on the best approach to meet the needs of the media
and achieve the objectives of the government."

Writing in the foreword to the new guide, Mr. Aiken stated: "The most important set of skills
that media relations teams need to have is that aimed at building trustful relationships 1 with

ministers, with policy and operational colleagues in the Civil Service and, of course, with
journalists and commentators."

Russian Information Warfare: A Reality That
Needs a Response

By Bruce H. McClintock: an adjunct policy
analyst at the non-profit, non-partisan RAND
Corporation and a former U.S. Defense Attaché in
Moscow This commentary originally appeared
on U.S. News & World Report on July 17, 2017

information warfare after the 2016 presidential

election, but Russia's actions are anything but new.
For more than a century, Russia has relied on
disinformation, propaganda and other similar measures to
achieve its objectives. For the last three decades, it has
exploited its growing capabilities in cyberspace to spy on,
influence and punish others.

Q mericans became acutely aware of Russian

In June, Russian President Vladimir Putin practically boastedt hat hi s country's
the efforts that upset the U.S. political process, and last week President Donald Trump and Putin
spoke of establishing a joint cybersecurity unit 8 an idea the U.S. president quickly backed away
from.

As Russian aggression in the cyberworld expands, the West will continue to struggle to hold Moscow
accountable, in part because international law falls far short of fully defining the rules or resolving
conflicts. There is much that Western nations can do to address the challenge of modern information
warfare, but there is little question that Russia, by its long engagement in this arena, currently has the
advantage.

Early Russian information warfare focused on traditional espionage & stealing information from
adversaries. One of the first documented cases of Russian government hacking of U.S. sites to collect
intelligence occurred in 1998. Putin, who took office the next year, prioritized broader information
operations and institutionalized those operations within Russian policy, government organizational
structure and doctrine. For instance, he approved a national security policy that explicitly described

npat
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Ainformat aom@d wand the potential disruptive threat
storage systems.

The Russian information operations system, combined with the Russian form of centralized
government control, allows it to launch cyber-operations with greater speed, agility and brazenness
than most analysts believe is possible in the West. The unprecedented 2007 cyberattacks on Estonia
illustrate the growing sophistication of Russia's unrelenting focus on cyber-operations. In an attempt to
prevent Estonia's removal of a Soviet-era war memorial in the capital of Tallinn, Russia unleashed a
digital firestorm that crippled essential computer networks across the tiny Baltic nation.

Now the United States finds itself in Russia's crosshairs and needs to develop a strategy to respond
0 and a universal cyberwarfare lexicon.

Develop a Mutual Understanding of the Problem

Without clear consensus on what constitutes a cyber violation, Russia will likely continue to maneuver
unfettered in the vast gray area of international law.

As NATO's Cooperative Cyber Defense Center of Excellence, formally established in Tallinn in 2008,

not ed: AiThere are no ¢ ommanthey adunderstdbod to mean different c y b e r
things by different nations/organizations, despite prevalence in mainstream media and in national and
international organizational
statements. o For|j example, the
are almost 20 different definitions 7

of Acyberattack,f0 with the
meaning varying from country to
country.

Within the United States and
internationally, the lack of clarity
has impeded progress on the
creation of national policies and
international standards that deal
with cyber warfare.

In fact, the international
community spent nearly 20 years
debating if existing international
law even applies to cyberspace.
Without clear consensus on what
constitutes a cyber violation,
Russia will likely continue to
maneuver unfettered in the vast gray area of international law.

I n February, the NATO research center t dalikn a st ep
Manual 2.0 (PDF), 0 a <=ditioroguide to international laws that apply to cyber operations.

Although a useful resource, it is mainly an expression of the views of 19 international law experts,

mostly from NATO countries, and does not represent the position of NATO or any other entity.

Another shortcoming: The authors were not able to agree on how international law applies in specific
situations, such as to the hack of the 2016 Democratic National Committee and the subsequent

release of the stolen information.

The United States is capable of advancing the debate on state behavior in cyberspace by more clearly
establishing its own national definitions and interpretations for information and cyber warfare.
Agreeing on uniform definitions and standards would help the West take the next necessary step:
deciding how existing international law applies.



https://www.theguardian.com/world/2007/may/17/topstories3.russia
https://ccdcoe.org/cyber-definitions.html
https://ccdcoe.org/sites/default/files/documents/CCDCOE_Tallinn_Manual_Onepager_web.pdf
https://ccdcoe.org/sites/default/files/documents/CCDCOE_Tallinn_Manual_Onepager_web.pdf

Define How Existing Law Applies to Cyberspace

The United Nations Group of Governmental Experts declared in 2013 that existing international law

applies to cyberspace. Two years later it followed up with a consensus report on norms, rules or
principles of the responsible behavior of states i
intervention in the internal af fairs of other Stat

These agreements ended a nearly two-decade debate by deciding that existing obligations under
international law are applicable to state use of cyberspace. There is still a need to define how existing
international law applies to cyberspace & how should Russian interference in the 2016 U.S. election

be legally dealt with? After that, the international community should work to make binding the recently
agreed-upon norms.

Only when norms and laws are binding will there be legal and tangible consequences for cyber

actions against others. Tangible costs, such as sanctions, are important because without them

history has shown that malicious actors will continue or intensify their behaviors in pursuit of

their objectives. The editor of the fATallinn Manua
are masters at playing the 'gray area' in the law, as they know that this will make it difficult to

claim they are violating international law and justifying responses suchascount er measur e sj.

Warships and battlefield training to be axed in
defence cuts
Defence Editor Deborah Haynes, September 7, 2017,

Two Royal Navy ships and battlefield training for thousands of troops will be cut to save

The number of Sandown and Hunt class minehunter ships will be reduced from 15 to 13.
money from the defence budget, The Times has learnt.

A slowdown in the purchase of next-generation F-35 Lightning Il warplanes from the United States is
under consideration as military chiefs and mandarins struggle to find up to £30 billion in savings over
the next decade. Twelve helicopters used by special forces will also be taken out of service. Defence
sources said the cuts risk damaging morale. The armed forces are several thousand short of their
personnel target and struggling to retain talent.
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The cost savings come at a time of global crises including a nuclear stand-off between North Korea
and the United States and as Russia prepares to co
flank next week.

General Sir Richard Barrons, a former commander, said Britain was taking a risk with defence
because the public has lived through a period of relative peace in western Europe, a status quo that is
not guaranteed.

There are potential risks to our homeland and our vital interests abroad that we cannot address with
our capability, o he said, adding that the top bras
national debate of whether the country wants the military to be in this state.

The Ministry of Defence (MoD) is trying to close the funding gap that emerged when a defence review
in 2015 included the purchase of jets and shipspart-f unded by wunspecified fAeffi
Underestimating the cost of new kit and a drop in the value of the pound have added to the shortfall.

One push is focused on balancing the in-year budget, which has a hole of about £2 billion. Another
strand forms part of a capability review led by the Cabinet Office. There are also proposals to save
money by improving internal structures across defence.

Royal Navy minehunters are being targeted. The fleet of Hunt-class and Sandown-class ships
will be cut from 15 to 13 in the coming year, freeing sailors to man the rest of the fleet. The
number of armoured battle groups, each comprising about 1,000 soldiers, deploying to British
Army Training Unit Suffield in Canada for training this year will be reduced from four to three.
Over the same period light infantry battlegroups sent to British Army Training Unit Kenya will
be cut from five to three.

The temporary move,
expected to save about £20
million, will reduce the
armyoés overall
although soldiers bound for
Iraq, Afghanistan, Estonia
and a high-readiness
brigade in the UK will not
be affected. In another
move, 12 Lynx helicopters
operated by 657 Squadron
of the Army Air Corps and
used by special forces will
be taken out of service.
The aircraft were being
funded by the Treasury but
that money runs out in
March.

The MoD source said that this was because the special forces said they wanted a better aircraft. A
detachment of Puma helicopters would fill the gap until a new aircraft is bought so the SAS and SBS
would not | ose capability, he said. Another source

hard to believe that special forces would do away wi

More significant cuts are being looked at as part of the Cabinet Office-led review including the

possible slowdown in F-35 purchases, four sources said. A plan to buy 48 of the jets by 2025

0 at a cost of at least £100 million each 8 could be slowed to 38 over the same period. The

tot al purchase of 138 over the programmeds | ifetim
of intensifying threats we are looking at how we best spend a rising defence budget to support

our national security.o
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Armed Forces "Running to Stand Still" as
Recruitment Targets Missed

Forces News: Mon, 04/09/2017

Navy are "running to stand still" as they struggle to replace the numbers leaving. Mr.
Francois said in the year to April 2017 12,950 recruits joined the regular armed forces,
but 14,970 service personnel left in the same period.

Q study by former armed forces minister Mark Francois says the Army, RAF and Royal

The army faces the biggest challenge as it needs to recruit 10,000 people a year to maintain its
strength, but only managed to attract 7,000 entrants last year. The report states: "The Royal Navy
and the RAF are now running at around 10% short of their annual recruitment target, whilst for the

Army the shortfall is over 30%onstant pressure on recruiting budgets has only compounded the
difficulty."

The study expressed concern about the army's outsourced recruiting contract with Capita which it
says is "performing badly". The report states the Ministry of Defence needs to do "far better" at
recruiting people from Black, Asian, and Minority Ethnic (BAME) backgrounds as they currently make
up only 7% of the armed forces,

Mr. Francois pointed out there is no BAME officer of two-star rank, major general level, or above, in
the military. With women making up just 10% of the armed forces, more effort needs to be put into
attracting female applicants, the report says.

The MoD's health assessments need to be externally reviewed as more than 14,000 candidates for
the army were rejected on medical grounds in the year to February 2017, the study said. Mr. Francois
called for schoolchildren to be educated about the importance of the armed forces as part of the
national curriculum.

The MoD responded to the report saying: "We thank Mr. Francois for his report and agree that
recruitment is one of the MODG6s top priorities. Jo
career, learning new skills and gaining uniqueexper i ences not available in ci
and working on the issues outlined in the report, including investing in recruiting the next generation of

talent, diversifying our workforce and increasing our reserve numbers."



http://www.forces.net/news/tri-service/army-misses-recruitment-target-nearly-30
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A Recruiting Group spokesperson said: AnApplic
and have increased significantly in recent years due to ongoing campaigns, including the
recent O6This is Belongingd campaign. We have
recruitment process which make it quicker and easier for people to join. These changes
include the use of virtual reality technology, launching a popular fitness app, and creating a
more streamlined application process. 0
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With North Korea occupying top of the news slots throughout September Scribblings looks
back at the 1950s and the Korean War- through the scope of a Canadian report - when
dealing with the media should have been well practised by the veterans who had been
through the Second World war.

News of War in a Distant Land: The News Media and
the Korean War

Andrew Fraser, of the University of Windsor and The University of Detroit Mercy School of
Law examines the

arduous saga of the
news reporters who

covered the Korean War. I( () I‘ }- ’\ \' ‘\' I\ I ‘
The war was often = .
presented to American

audiences in terms that : ¢ - () = I (, - q
were generally uncritical T “w \J W S
of American actions. : ea & sl

This can partly be traced
to the fact that the
onerous conditions in
the field caused
reporters to rely heavily
on information from
government sources.
Beyond this, attitudes on
the home front were
being shaped by fears
brought on by an
intensifying Cold War
and audiences desired a
view of an America that
was standing firm
against the communist
world.

It is often pondered what
influence the news media

exerts over public opinion, however sometimes the most important question of all is what
impact opinion on the home front exerts on the journalist.

popular consciousness, the Korean War occupies a unique place in the expansive canvas

of post-war international relations. It was the first protracted military conflict to be fought
in the tense atmosphere of the Cold War. It was a war where the western world made a critical
decision, to draw a line when faced with an advancing communist army.

I n spite of its reputation as a war that inspires only the faintest of memories in the modern
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As the war raged on, the menacing spectre of a broader global conflict between nuclear
powers lurked ominously in the background.

The news media in the United States presented the war to the public in a frame that was often
uncritical of American actions, both at the military and the political levels. Setbacks were frequently
downplayed, progress was often emphasized and official information, even when it was of
guestionable veracity, was frequently accepted in the American press unchallenged.

Two principal factors shaped the contours of this frame. First, covering the war was fraught with
massive logistical challenges and journalists came to rely on American military and government
sources for news because acquiring information otherwise was often difficult. Second, and more
importantly, much of the reporting reflected the prevailing political culture and audience expectations
in the United States. The public was immersed in a climate of anxiety.

There was a general feeling that the United States was threatened by a seemingly monolithic
communist adversary. Many on the home front desired a portrait of a confident and robust America
challenging the malicious ambitions of the communist enemy. This was reflected strongly in the
coverage of the Korean War in the American news media.

There was frequently little criticism of American policies or actions. Reporters who offered an
assertively dissenting opinion often found that there was only limited tolerance for their views.
Ultimately, these two factors shaped the style of war reporting in the United States that cast an often-
uncritical eye on Washingtonds war against th

On the grey and rainy morning of June 25, 1950, the North Korean army thundered across the 38t
Parallel in a |lightening assault that st unmlerd
Japan, was vanquished in 1945, Korea was placed under the stewardship of a four-nation
trusteeship. The Soviet Union dominated the North while the United States took control in the South.
They installed pliant regimes in their respective halves of the peninsula.

Korea, however, had long faded as a major concern by the time war broke out. In fact, South Korea
was considered so marginal in American geo-strategic thinking that in January of 1950, it had not
even been listed among the states protected by the American defensive perimeter in Asia. The
invasion took place at a time when the Cold War was intensifying. The previous year, the Soviet
Uni on had tested the atomic bomb, ending the
weapon. Political rhetoric across the widening Cold War divide was escalating.
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